GRAFTON TOWNSHIP REGULAR BOARD MEETING
MONDAY, JUNE 20, 2016 7:30 P.M.
GRAFTON TOWNSHIP OFFICES 10109 VINE STREET, HUNTLEY, IL 60142

Supervisor Kearns called the meeting to order at 7:31 P.M.

Roll Call

Present: Trustees Holtorf, Wagner, Ziller and Zirk; Supervisor Kearns; Road
Commissioner Poznanski; Assessor Zielinski; Clerk Hurley.

Absent: None.

Pledge of Allegiance was said.

Approval of Agenda as posted

Supervisor Kearns asked the board to move agenda item 10 to 9 to accommodate a
guest speaker. Motion by Trustee Zirk, second by Trustee Holtorf to approve the
agenda with item 10 switching order with item 9.

Ayes: Trustees Zirk, Holtorf, Wagner, Ziller; Supervisor Kearns

Nays: None. Motion Carries.

Regular Business

A. Approval of Minutes of May 16, 2016 Road District Budget Hearing

Road Commissioner Poznanski said that in Section 5, the line item mentioned in the
third sentence should be #6820, not #8820.

Motion by Trustee Zirk, second by Trustee Wagner to approve the minutes as amended.
Ayes: Trustees Zirk, Wagner, Holtorf, Ziller; Supervisor Kearns

Nays: None. Motion Carries.

B. Approval of Minutes of May 16, 2016 Township Budget Hearing

Motion by Trustee Zirk, second by Trustee Wagner to approve the minutes.
Ayes: Trustees Zirk, Wagner, Holtorf, Ziller; Supervisor Kearns

Nays: None. Motion Carries.

C. Approval of Minutes of May 16, 2016 Township Regular Meeting

Trustee Wagner said that the Assessor wrote to the Illinois Department of Revenue, not
the IRS. Trustee Holtorf said that in #10, second sentence, it should be ACT. Trustee
Ziller said that in #11 under Assessor that it should say that he “states” it doesn’t
belong, not he “feels” it doesn’t belong.

Motion by Trustee Zirk, second by Trustee Wagner to approve the minutes as amended.
Ayes: Trustees Zirk, Wagner, Holtorf, Ziller; Supervisor Kearns

Nays: None. Motion Carries.

D. Audit and payment of unpaid bills/Warrant check detail for Town Fund.
Trustee Zirk said that there is $0 allocation in the budget for training, but that the
Assessor has requested two expenditures related to training. Assessor Zielinksi
clarified that the request was for travel to free trainings—one with the IL Property
Assessment Institute and another with the Department of Revenue. PO 20537 for
$232.96 is for one night and PO 20525 for $447.97 is for three nights. (Exhibit I)
Motion by Trustee Zirk, second by Trustee Ziller to decline paying PO’s 20537 and
20525 for travel to training, second by Trustee Wagner.

Ayes: Trustees Zirk, Ziller; Supervisor Kearns

Nays: Trustees Wagner, Holtorf. Motion Carries.

Motion by Trustee Ziller, second by Trustee Wagner to approve the unpaid bills as
amended.

Ayes: Trustees Ziller, Wagner, Holtorf, Zirk; Supervisor Kearns

Nays: None. Motion Carries.

E. Review Road and Bridge Warrant check detail.

Trustee Ziller asked about the bill for replacing mower blades which Road
Commissioner Poznanski said was because they hit a boulder that they couldn’t see.
Trustee Ziller also asked about the bill from SKC Construction which Road
Commissioner Poznanski explained was for a patch on Hemmingsen. Trustee Ziller



asked Road Commissioner why he needed 30 yards of dirt, which Road Commissioner
Posnanski explained was to fix some areas. Trustee Ziller said that the next time he
needed dirt, he could give it clean dirt to the road district. (Exhibit II)

Motion by Trustee Ziller, second by Trustee Zirk to approve the warrant list.

Ayes: Trustees Ziller, Zirk, Holtorf, Wagner; Supervisor Kearns

Nays: None. Motion Carries.

Public Comment/Board Members Response to Public Comment
None. (Exhibit III)

Executive Session

Motion to convene an Executive Session to discuss pending legal actions pursuant to
SILCS 120/2(c)(11).

Supervisor Kearns said there wasn’t a need now, but he may want one later in the
meeting.

Discussion and potential action of items as discussed during Executive Session

Old Business

A. Discussion and possible action for facility update and repair

Trustee Holtorf said that the insulation is done, and the skylight is repaired. There has
been no action on the well. He’s planning to get an estimate to get plugged into the city
water. Repairs on the structure and siding are still pending. He has an estimate for
$1800 for Jack Carroll Industrial to paint the roof.

Motion by Trustee Holtorf, second by Trustee Wagner to approve the bid for Jack
Carroll to paint the roof with primer and white paint.

Ayes: Trustees Holtorf, Wagner, Ziller, Zirk; Supervisor Kearns

Nays: None. Motion Carries.

B. Discussion and possible action on the wiring and computers in the Assessor’s
Office.

Supervisor Kearns introduced guest speaker Jeff Hoffman from ACT. Mr Hoffman said
that he was asked by Trustee Holtorf to evaluate the existing environment and make
suggestions, which he did. He strongly suggests a more secure environment and
explained in detail the risks if we do not. He said that it is not a matter of IF we are
hacked, it is a matter of WHEN. He said that today, there must be layers of security to
also prevent malware. He presented a packet with visuals to explain the current
environment, express recommendations and explain them. (Exhibit IV) He said that
the server he recommends is in Cary, is very safe and will back up every hour and once
at night. It will also store history for 365 days so versions will be saved. He said the
firewall will also keep employees from going onto websites they should not. He plans to
add a better wifi since the one we have doesn’t encrypt well.

Assessor Zielinski asked questions about the server updates and was concerned that all
of the versions would be saved. He stated that he spoke with the employees in the office
and that they feel they have gone 3 years without issues but they are agreeable to
offsite backup. He said that the initial request was just for wiring however, and he
objects to loss of control of his daily operation.

Assessor Zielinski asked Attorney Gottemoller if the assessor can be forced to give up
control of his data. Attorney Gottemoller pointed out that he is not giving up his data,
it is just being backed up.

Trustee Wagner asked Assessor Zielinksi if he will work with ACT if the trustees approve
it. Assessor Zielinksi said that he will not.

Supervisor Kearns makes a motion to convene an Executive Session to discuss
personnel issues pursuant to SILCS 120/2(c)(11). Second by Trustee Wagner.
Ayes: Supervisor Kearns, Trustees Wagner, Holtorf, Ziller, Zirk

Nays: None. Motion Carries.



Regular Meeting adjourned at 9:08 P.M.
Regular Meeting Returned to order at 9:26 P.M.

Roll Call

Present: Trustees Holtorf, Wagner, Ziller and Zirk; Supervisor Kearns; Road
Commissioner Poznanski; Assessor Zielinski; Clerk Hurley.

Absent: None.

Discussion and potential action of items as discussed during Executive Session
Trustee Wagner said the trustees have a responsibility to preserve public records.
Motion by Trustee Wagner, second by Trustee Zirk to approve the ACT proposal for a
server upgrade at a cost of $8,746.05, approve Insync Systems wiring proposal in the
amount of $4.984 and to authorize the supervisor to pay the 50% downpayment
required.

Ayes: Trustees Wagner, Zirk, Holtorf, Ziller; Supervisor Kearns

Nays: None. Motion Carries.

Supervisor Kearns then asked Assessor Zielinksi if he would allow this to happen.
Assessor Zielinksi said he would consider it.

New Business

A. Discussion and potential action on adoption of PREVAILING WAGE ORDINANCE
20160620-2, Grafton Road District.

Supervisor Kearns said that he talked to some officers in the area who said they did not
get this done because the Prevailing Wage for 2016/17 hasn’t been posted. Attorney
Gottemoller said that the county has to go with the 2015 wage due to Illinois not having
a budget passed.

Motion by Trustee Wagner, second by Trustee Zirk to adopt the Prevailing Wage for the
Road District.

Ayes: Trustees Wagner, Zirk, Holtorf

Nays: Trustee Ziller, Supervisor Kearns. Motion Carries.

B. Discussion and potential action adoption of PREVAILING WAGE ORDINANCE
20160621-1, Grafton Township.

Motion by Trustee Wagner, second by Trustee Zirk to adopt the Prevailing Wage for the
Township.

Ayes: Trustees Wagner, Zirk, Holtorf

Nays: Trustee Ziller, Supervisor Kearns. Motion Carries.

C. Discussion and possible action on Town Fund budget for a Transfer of
Appropriation.

Motion by Supervisor Kearns, second by Trustee Wagner to table this discussion to the
next meeting.

Ayes: Supervisor Kearns, Trustees Wagner, Holtorf, Ziller, Zirk

Nays: None. Motion Carries.

D. Discussion and possible action on adopting township elected official salaries.
Supervisor Kearns said this must be completed before November 5tt, There was a
discussion about the IMRF laws that may be signed by Governor Rauner that require a
minimum of 1,000 documented hours per year in order to be eligible for IMRF. They
reviewed the county salary survey. (Exhibit V) Supervisor Kearns said that a raise for
the trustees is needed as they are well below the average. Clerk Hurley said that she is
not running for clerk in the next election but recommends the board raise the clerk’s
salary and require the next clerk to electronically store all files that are going to be
disposed of.



11. Committee and Officer Reports
Supervisor
Trustee
Facilities Update Committee
Trustee Ziller said that the reason the door at the back of the office always leaks in the
rain is because it was installed backwards.
Assessor
Road District
Clerk
Clerk Hurley asked the board if she could attend a Townships fo Illinois training to
learn what the clerk’s duties are in the upcoming local election. Supervisor Kearns said
that it would be discussed at the next meeting.

12. Adjournment
Motion by Trustee Wagner, second by Trustee Zirk to adjourn the meeting at 10:06 P.M.
All Ayes. No Nays.
Meeting adjourned at 10:06 P/M/

Submitted,
Clerk Kathryn Hurley

This agenda was prepared by the Township Clerk in accordance with the direction of the Township Board Rules.



Exhibt b

GRAFTON TOWNSHIP TOWN FUND
WARRANT LIST FOR JUNE 20, 2016 MEETING

With my signature below, | hereby approve of the invoices listed on the following
pages being submitted for payment.

Betty Zirk —Mhlp Trustee

Jde Holtorf - Grafton Township Trustee

ﬂaﬂ
Dan Ziller JF. -@ﬁon Township Trustee
D W

"Bob Wagner- Grafton Yownship Trustee

Ll s,

Kathryn Hurley - Grafton Township Clerk

\ A~

Jim Kearns - 5rafton Township Supervisor
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GRAFTON TOWNSHIP ROAD DISTRICT
VOUCHER LIST FOR JUNE 20, 2016 MEETING

With my signature below, | hereby approve of the invoices listed on the following
pages being submitted for payment.

SZ%J%K& >///9/%/

“Betty Zirk’- Wlp Trustee

JW# - Grafton TownsHip Trustee

G2

Dan Ziller Jr. - Grafton Township Trustee

X
Bob Wag e\r-ﬁraftonLT)ownship Trustee

&% ey

Kathryn Hurley - Grafton Township Clerk

Jim Kearns - Grafton Township Supervisor

e ZWWZ

Tom PoZnanski /#
Grafton Townshlp Highway Commissioner
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GRAFTON TOWNSHIP
PUBLIC REQUEST TO ADDRESS BOARD

Date: June 20,2016

NAME ADDRESS

10.
11.
12.
13.
14.

15.



L m TJAF ,./0 fWT Hm Centralized Security & Access control
erver-base Single set of logins and passwords

_U oma _ N _/_ m.ﬁs\O r _A Easier to manage and control access

Audit logs can track who does what
Harder to hack

Easier to move from PC to PC if needed
Structure encourages users to store data
n server making backup easier

e No centralized control
Password and login accounts have to be

Peer-To-Peer In Q Vi O_ ua _ _< maintained on each PC separately
Hack one, hack them all
Managed Network

Harder to move from PC to PC

No audit trail logging

Very weak security

Structure encourages users to store data
locally making backups harder




The Value of
Off-site Managed Backups

Off-Site Backup
Stores nightly images
Of the entire server
With 365 days of history

Monitored by
ACT Techs

Fhe dangers of do-it-yourself backup:

Encrypted with
<¢——  256-bit 3DES
encryption

» Results seldom verified
» Restore ability seldom tested
» Limited historical versions kept

e

» Data is seldom encrypted properl - On-Site Backup
yp properly Server Holds Original Stores hourly images
» Data only backups SLOW RECOVERY! Copies of all data, server Of the entire server
» Vulnerable to ransomware destruction And all security settings With 365 days of history

User gets backup
confirmation backup
each morning.

ACT

Network Solutions




Upgrade the network firewall
To SonicWALL TZ 400

Old Firewalls

Slow Throughout

Only blocked IP port traffic

Limited ability to enhance protection
Limited intrusion protection of valid IP ports
Can’t inspect content

1

z3sE

A e

ACT

Network Solutions

Performance Comparison

Old Firewall TZ400
Throughput 300 mbps 1400 mbps
Enhanced VPN No Yes
Malware filter No Yes
A/V filter No Yes
Intrusion Protection No Yes
Inspection throughput 100 mpbs 1000 mbps

Advanced Firewalls

Dramatically Faster Throughput
Added layer of Malware detection
Application control

Internet Usage Reporting

Gets updated malware data

Capable of advanced content filtering

Network Servers, Computers and Devices




Cisco Aironet 1700 series
Wi-Fi Access Points

& ACT

o Network Solutions

Advantages over existing Wi-Fi equipment:

o Two Access points for better signal coverage in office

o Easier and more secure separation of public and private
\ access using VLAN managed technology

/ o Faster- Connection rates of up to 867 Mbps

| __,. « Allows more wireless clients to associate with the network
. o Better signal encryption |

.m o Stronger security

\ o More embedded radios provide better signal quality

7  Stronger radios provide better coverage

» Better SSID hiding to reduce exposure to hacking
o Easier management

e Better quality

* Chosen because of the building design and the limitations of solid core ceilings and the cinder block walls.



ACT

Network Solutions

700 Industrial Drive, Suite H
Cary, IL 60013

(847) 639-7000
WWW.ACTANETWORKS.COM

2016 Gartner Magic Quadrant Ratings of EndPoint Security Software

Figure 1. Magic Quadrant for Endpoint Protection Platforms

Symantec .
(@] Intel Security Trend M
o®
Microsoft
Sophos Kaspersky Lab
@
: @ Eset
Qihoo 360 ; Panda Security
@ 1BM F-Secure @
A a
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Check Point Software Technologies @ @
@ Bitdefender
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= SentinelOne
é Landesk Q
w
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E Heat Software
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COMPLETENESS OF VISION ~ ————- As of February 2016

Source: Gartner (February 2016)



700 Industrial Drive, Suite H
Cary, IL 60013

; (847) 639-7000
Network Solutions WWW.ACT4NETWORKS.COM

Governmental Agency References - a partial list

Dorr Township Assessor ' 20 years
Dorr Township Supervisor 3 years
Grafton Township Supervisor 3 years
McHenry County Mental Health Board 19 years
Cary School District #26 25 years
Cary Fire Protection District 9 years
Cary Park District 14 years
McHenry County Conservation District 19 years

Nippersink Public Library District 19 years
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McHenry County Township Officials Salary

Statistics
May 19, 2016.
Mean Medium
Supervisors P/T $20,103  $23,721 (13)

F/T $64,980  $58111 (4)

Highway Commissioners P/T $29,733  $32,600 (3)

F/T $67,152  $67,043  (14)

Assessors P/T $26,338  $25,000 (8)

F/T $67,395 $67,828  (9)

Town Clerks P/T $8,086 $11,446 (16)

F/T $13,907 $13,907 (1)

Trustees P/T $1,163 $1,533 (17)

F/T $0 $0 (0)

Data Compiled By:

Steven L. Weskerna

Supervisor, Marengo Township

McHenry County Association of Township Supervisors
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